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1 1 lackgrou nd and 1 ntmd uction

‘I1lIC l)CC]J S])ace  Ndwork  (l)SN) (dmig]]cd  a]ld o])crated by tile Jc

hkllstmn).

l’ro])ulsio]i  l)al)c)ratjory  for tllc
Natio]la] Arn-o])autics  a]ld S])ac.c  Acll]lillist]:ltioll ( N A S A ) )  ])roviclm  cIId-tocIId tclcco]]llll~]]]icatic~]]
ca])a})ilitlics  I)ct,wccl]  cartll and various i]lt,er])lallctjary  s})acecraft  tlimugllol]tj t}lc solar systleln.  Sillcc
s])acccratl arc always severely lill]it,cd ill t,cr]lls of avail  al)lc  tlra]lslilittcr ])ower (for cxalt]l)lc, cac.11 of

tlic \70yagcr  s]mcccraft  o]lly  u s c  20 watts 10 tra]is]l]i~  sigtlals IJack to cartli), all sulxsystcr]ls  of  tltc
cvld-to cllcl c(~]lll]]l]]liczltio]]s li]]k (radio tclc]]letry, codii)g,  receivers, a]]l])lificrs)  tlc]ld to  be ])uslIcd

10 tllc aholutc  ]ilnits of pcrfor]na]lcc. ‘J’lIc large st,ccral)lc  F;roul]d alltell]las (70111  a]ld 34111 disllm)
rq)rcsc]lt, cri t ical  l)otc]itia] sillglc  l)oillt,s of  fa i lure  ill tlIc  llctwork. 111 ]~arLic.ular  tl]crc is  c~llly a
si]lglc  70111 a]ltlcn]la  at cacl] co]n])lex  l)ccausc o f  il}c l a r g e  cost, and calil)ratio]) effort i]lvc)lvcd in
co]ls(ructiilg a~ld o])cratil~g  a stccral.llc alltcli]la of  tfl]at, s i n . ‘1’IIc  70111 a]~tc]ll]as  win-c origil]al]y
I)uilt i]) tllc 1960’s and arc IJOW  o])crati]]g  beyo]]d  tl]cir c)rigi])ally  dcsig]lcd  w o r k i n g  lifeti]t]c.  II CIICC,
a s  a]ltcll]]a  co])-i])ollmlts age  al~d l)cmn]lc  less  rclial)lc, tlllcrc i s  sig[lifica]ltl  ]]mtivatiml {0 lrm]litlor
a]ltc]llla sigylals  o]]lillc  ill orclcr  to q u i c k l y  dc[cc.t  ])ot,mlt,  ially  cat,astro])l]ic  faill]rcs a]]d to idmitify
irc]lds wllic.11 s]low g r a d u a l  c.o]]]])o]lcl]t  dcgradatiol) over  lilnc. 1]] this ])a]]cr w c  dcscril)c rcccrlt
results i]] tllc clcvclo])locllt  o f  r o b u s t] o]llilic  ]Ilollitori]]g;  algoritll]]w. ‘J’llcsc algoritll]ns a r c  l)ased
0]] a IIybric]  c.o]]ll)i]latio]] of tilnc se r i e s  ]I]odclli]]g,  ])attcr]l rccog]]itioll ,  al]d IIidde]l  IMarkov ]nodel
IIlctllo(ls,

‘J’IIc  l)SN a]ltc]l]la  ])oilltiiig  systc]i]s co]]sist  o f  azi]~iut}l and dcvatio])  a x e s  drives wllicl] rcx])cn]d
to c.olll])lltcr-gc]lcratcd trajectory coll]lnallds to steer t,llc allt,c]l]la  ill real- t i ] l lc . l’oillti]lg;  accuracy
rcql]irc]llc]lts f o r  tllc ant,c]]])a a r c  suc.1] t,llat there is litt]c icdcra]lc.c  f o r  co]ll])oncllt  dcgradatioll.
Ac.llicvi]lg  tllc]l(:c.cssary clegrccc )f]J()siti{)]]al  :lccllrac.y  isrcllclcrc<l  cliflic.~lltl )}~variol]s]l o]l-li]lc:iritics”
ill tllc gear  a]ld tllotorclc]ne]lts  a]ld c]lviro]l]r]c]ltal  disturl)a]lc. cs SUC.11 as gl]sts c)f wind  affccti]ig tl]c
alltc]llla clisll s t r u c t u r e .  Ofl-l)ca]tl  I)oi]lti]]g  call result  ill ra}]id fall- c)fl’  ill sigtlal-tc>-]loise  ratios alicl
collscc]uclltl  })otcl]tial  loss of irrecoverable sciclltific.  data fro]ll  tllc sl]acmraflj.

‘1’lIc a]]tc]]na,  servo l~oi]ltillg  syst,clIN arc a COIII})lCX  lllix  of clcctrc>ljlccl~ al}ical colll])o]~c]lts.  A
fallltry c.o]l]])c)l]c]]tl ]I]a]lifcsts  itself indirectly via a clla]lgc  i]) tllc c.llaractcristics of ol)scrvd  se]lsor
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rcaclillgs  ill Ll]e ]Jointjing c.olltrol  100]). IIccausc o f  tllc liolblitlcarity  a]ld fcmlhack  ]Jrcscnlt, direct
causal rcdaticn)sl)i])s  bctwccll falllt collditiol)s a]ld olmcrvcd  syl III)toIns  call  I)c diff icul t  to  cstablisll

t h i s  II)akcs  tnanual fault,  diagnosis a  s l o w  allcl cxl)el)sive  ])roc.css. III adclitiollj i f  a  ])ointjillg
])rob]clll  o c c u r s  w]]i]c a s])acccraft  is beillgtrac.kcxl, t]lc antelllla isoftcl] S]lllt-C]OWJl ic) ])rcvcllt  ally
])c)tc]lt,iald a] Ila~~ct ot,l~es tr~lct[lrcal  jcltllct. rackistr allsfcrrccl i,c)allot,llcr  al}tellllai f])ossil~lc.  IIc]]c.e,
a t  ])rcml]t, diag;rlc)sis  Oftc]l occurs  after tllc tdc.t WIICII  tjllc origi]ial fault,  cojtditioljs a r c  i]]ll)ossil)lc
to rc])licate,f~  lrtlllcr ililtclering  tlIe trc)lll)lesllc)otit]g  })rocms.

3 ‘J’inm Series and 1 licldc!n M arkov M ode]s for 1{’aull 1 )d,mtion

ITI this ])a])cr  wc clcscrilm  tllc a])]]licatioll  o f  tilnc s e r i e s  and Markcw  ]Iloddliljg II)ctllc)cls  to tl)c
]Jrc)blcln o f  olllillc dctcctioll c)f f a u l t  collclitic)lls  ill tllc alltclllla clectro- IIlcdlallic.al  clrivc systcllm.

Ccnlvcmtiolia]  c(llltrol-t)l]corctfic  al)}~roacllcs  to fault clctfcc.ticnl ill dyllal]lic.  systm)]s  r e l y  IIeavily  CM)
acc.uratc lilicar I]loclcls of t})c systcln [ 1 ]  allcl, l)cl]ce,  a~c Iiotl ]Jrac.tic.al  for c)ur ]Iur])oscs  clue to tllc
c.cntl})lcxity  and lioll-lillcarity c)f tl]c al]icvllla  systfclll. l{llc)wlc(lgc-l)asecl  a])])  roacllcs:l rcllc)tlflircctly
a])})licablc  cit,]lcr CIUC tc) t,llc dyllall)ic ])aiNIc  of  t,llc systm]l  and tllc l)rcmllcc of  sig~lal fcccll)ac.k,

IIlstcacl  wc IIavc clcvelcq)ed all a])l)rc)ac.11  l)asccl  011 autorcgrcssivc cxogmlous  (AllX) tilrle s e r i e s
ccwflic.iclltls wllicll  arc cstilnated c)lllillc by trcatil]g tfl)e rak co]l]]nancl  allcl tile clriw ]Ilc)tor curre])tl
a s  tlIC SyStCIII  ill])ut, aIIcl out,])ut  res])ec.i,ivcly. Falllt,s  a r c  dctectccl hy c)l)scrvil)g  c.llailgcx ill t}IC AltX

cocfliciclltls  over  tilt)c. ‘1’tlis is acllicwccl  l)y tllc usc of l)c)ll-]~aralllctric  stat ist ical  ])attcrll rec.c)gllitioll
lJJctlIc)cls  wllic.11 csiilnatc tllc l)c~stcric)r  ])rc)l)allilily  that LIIC cc)cflic. icllts l~elolLg tic) ]~articular states
suc]l as IIcmjna], t,rallsicllt,  faults, ct,c.. [2]. ]1’i]lal]y, t,cll)l)ora]  c,orrelat, io]] is Ii)c)clcllccl at lIIC stat,c level
l)jcllll)cclclirlgL  l)cstatc])r  ol)al)ilitieswitl ]illatli(  lclcilMarkc ~vlIloc  lel(lihfl  h4)fralIlcwc)rk  [3].

‘1’}tc Markov IJat,urc  of tile ]JIodd  r e f e r s  tc) tl]c  fact  that llIC future stat,c c)f tile systc]]l  is oIIly
gcwcrllccl by tllc }~rcsc]it s t a t e  a]lcl IIot tllc ]Jast  ( f e w  tile c.o]ll]]lo]l]y  USCC1 first-c]rclcr  IIloclcl). Wliilc
t h i s  Il)ay scmn  ‘like a strong assu]tll)tioll it is ill fact I)roaclly  al~])lical)lc  ill l)rac.tic.c.  - ext.cl}siolls
to tl]c l)asic  idea (SUCII  as smlli-Markov ]]1ocIcIs  for exj)licit state clurations)  a l l o w  tl]e c.a])tur-c o f
ltmrc  C.oln])licatccl  II)c)dcl  dy~laltlics  i f  rcquirccl. ‘J’lIC ‘{lliclclml” as]lcct c)f tlic M a r k o v  ]IIodcl refers
tc)tllcfac.t that wllilctl]c Illlclcrlyillg  st:ltcc) ftllesystelll call IIc)t I)cclircctly c)l)scrvcd (i{ isliicldcll
fro]])  tllcolwcrvm), Ilc)llctllclcsss  ylll])tc)ll-ls(ill tl)iscasct llccstil)latecl AI{X ccmfliciellts),  wllicll  a r c

. . .
a })rcAalnl  Mlc.  l~ul]ctioll  of t,llc st, atcs, call  bc dirwc.tly  o}xm-vcd. IIm]cc,  by t}]c usc  o f  lrlaxilnull]
l i ke l i hood  tcc.l]niqucs,  for a givc~l sequmlce  of c)bsm-vc.d  ccmflicicllts, tl]c lnc)st, likely SCCIIJCJICC of
ul)clcrlyillg  statc:s call  bc it~jcrttd.

‘J’lIc  I I M M  II)ctllocl was ])rilnari]y  clcvclo])cd  for ll]c)clclliliF; tlIc dyl)alllic llc)ll-static)l)arJ~ ]Iaturc
of SI)CCC]I  signals - LIIC al)])licatic]ll  o f  tllc llmtllocl  tc) c)llli]le lllcnlitorillg c)f dyllaltlic systclm has
o))ly rc.cmltly  bcm] ])rc)})osccl  [4, 5). ‘J’}Ic  llh4h4 a])])roac.1) i s  all Cxtrcli)ely  dl’cx{ivc tc)ol, allc)willg
t])cil)c.c)r])oratiol)  viat]lelnc)dc]  trallsiti()ll]) rc)l)a])i]itics(  )frc]ative]yllig ]l-]c\~c] kl~c)wlcc]p;eregarc]illg
lc)llg- tcrI]ls ysLclr)l )cllaviollr(sl)cll ash4'J'lll'c stilr)atcs),all  clrccl~lc.illgtll  cfalscala r1llratcl]yscvcral
o r d e r s  of II)agllilucle  (colll])arcc]  t,c] ]Jo JIlc)dc]lillg  at al] of tllc tcll)]]ora]  c.olltcxt  of tllc ])rol)]cltl).

4 ltwults and Cc)ndusions

‘J’llca]l])licatioll ofl])c]]h4h4  II WLIIOCI isi]]ustratcc] usi]lgolllillc’fic]c]  datafrc)lt) a 34111 )I)ctcr  ])caIn-
wavcguicle  rcmarc.11  a]ltclllla lc)catccl  at tllc I)SN Goldstcnlc s i t e  ill ~aliforllia. l’:lnj)irica]  results
l)asccl  c)lI o]]li]lc tests, wllcrc IIardwarc  falllts wuc introduced illtc) tllc syslcIII  ill a c.olltrc)llcxl  lllal)ller,
clcnl)c)l)strattc  t,llo])ractical ut i l i ty oftlle l)l(tl)c)cl: al l  faults  were  dctcctccl witllill a fcw SCCOIICIS  of
Occurrcllcc  a]lcl IIofa]sc a]arllls were rccorcled  cluri]lg  t]lccllt,irc test. l’;xtcllsiollsc)ftlle basic II]ct,l[ocl
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arc also discussed: tllc c)lllillc ada])tat)iol)  of (lie IJloclcl  over Li])m, tllc al]ilitly to dctcc.t Ilovel fault
co~lclitic)l~s  ( s u c h  as trallsic.llt bcllaviour) [ 6 ] ,  and t,llc al)ilit,y to diagllcxc and iso]at,c  fau]t,s  to t,}lc
coI]I])olic]d  lCVCI  b a s e d  011 siltl])lificd  systc]i)  ]I1OCIC1S.

‘J’l)c COlnl)inatlioll  of tilnc series, ]~aticrn  rccogtlitioll ailcl Maj-kov m o d e ]  II]ct,llodologim  llrovidc
a ]Iovc]  al)d rc)hust,  frall]cwork for  onlillc IIlc)llitorillg  of clyllalllic. systc]ns wllcrc ]norc  collvclltiollal
IIldllc)ds  arc Ilot a])])  lic.ahlc.  IIi ~)articular, c)tllcr tlIa II t)l]e fact that it i s  IIc)t dirccily all]miablc to
lillcar IIloclcllillg,  tllcrc is  Ilotllillg ul]icluc al)outl tllc alltc]llla a]~l)licatioll: ill ])rillci])lc,  tl]c  IIlctl)od
c o u l d  bc a})})liccl {0 lrlollitorillg clyllalrlic.  systcIIJs  SUCII  as  industr ial  IIlacllillcry,  c.llclnical  p r o c e s s

])lallts, ol}hoard  vcliiclc systcllis, Liolllcdica]  sysic]t)s, and so fort]].
1]) collclusioll, tJIc c.urrcllt  focus of tllc work is tc) cxtclld to tltc cx])crill)cllts to (IIC c)])cratio]lal

70111 allicu~las:  ill addition  tl]c JIM N4 lnollitorillg systclll i s  IIOW illcludcd a s  ~Iart of tlic standard
dcsigll  of tile IICXL gcl)cratioll of I)SN  al)tcllllas wllicll  arc Lo bc cons t ruc t ed  a)ld oj)cratio~lal  l)y tl)c
II)id  to late 1990’s.
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